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Thelnternet Protocol (I'12)

Principles of Network Switching:
Circuit-Switching : Provides a dedicated path

between source and destination for the
duration of the call.
P .




Principles of Computer Communicaliens

The two computers must be connected to
some form of physical medium. A number of
Issues have to be resolved to enable
computers talk to each other.

If one
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Computers Application Progn

e Application programs: files, E-Mail

Video, Audio, Multimedia, etc.




/-layer Open System | nter

e Protocol layers
Application

Presentation
Session




Computer Communications & NeiWwerdine

Computer A Computer B
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Computer Communications
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| nter net Refer ence Miodé

User Interface @ ? @

HTTP RIP NFS

Application TELNEYFT
Protocols
Transport
Protocols

TCF UDP




| nternet Protocol Packet

IHL J[ypeof Service | Total Length

Vers=4

|dentification | 729°|  Fragment offset

rimetolive | Protocol Header Checksum

Source Address

IP Header

Destination Address

Options




| nter net Protocol (1P) Networks

Ethernet A
Network-Prefix = 1.0.0

a=100254

A

Fiber Backbone
Network-Prefix=3.0.0

C=3.0.0.253!

C=3.0.0.254

Ethernet B
Network-Prefix=2.0.0

b=2.0.0.253




| nter net Protocol (IIP)

IP Overview
« Limitations of IPv4
How Ir




| nter net Protocol (I'P)WvA

e |Pv4 Addresses

- Example : 156.85.123.45

= 1001 1100:0101 0101:0111 1011:0010
110




| P Network classe

Network classes:
« Class A Networks : 16 million nodes

« Class B Networks : 64 K nodes or
les




Class B:

o | Network Local Nodes
1 7 24 bits
10| Network |ocal Nodes

Local Nodes

Host nodes (Multicast)




Router - Subnet connection

Local = Subnet + Host Node
Subnet Hosts




1P Networks N

e All-zero network numbers are
reserved

e 127 Class A + 16,383 Class B +
2. -
N




|P Addresses

? Allow network to have multiple Class
C addresses. Multiple addresses =
long routing tables = Long routing
update messages.
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Challengesto | nter net Protoco(ii=)

Three Possible Threats for IPv4:
e NO more addresses




Challengesto Internet ProtocoiR(ii=)

Addresses we need for 21st Century:
- Estimated 10 Billion people by 2020

- Each person will be served by more than

one computer, Say 100 computers =1000
Billi
« Mul




Internet Protocol v/6 N

IPv6 Addresses:

- 128-bit long = 2"128 = 3.4x10" 38
addresses

= 670 x 10"21 addresses per sg..m of
eart

If a




| P Address Notatien

- IPv4: 4 bytes
Decimal-Dot: 123.56.45.77
Length of address : 7 to 15 characters




| Pv6 Address Notation

¢ |[PVG:

Binary 1111 11101101 1100: 1011
1010 1001 1000: 0111 0110 0101
0100: 0011 0010 0001 O000: 1111
111
100




« |IPVG

Skip one sequence of zero words, e.g.
FEDC:0000:0000:0000:9876:0000:0000:ABC




| Pv6 Address Notation

« Mixed IPv4 and IPv6 nodes
xoxcxcoxex:x:d:d:d:d ‘d’ for decimal of
8 bits.

Leav
FEDC:




|P V6 Address

Format Prefix indicates the type of address.

Allocation Prefix (Binary)
Provider-based 010
Link-Local use 1111 1110 10
Site-Lo

Multic



Unicast

3|5 16 24 16 |48

D10 | Registry | provider Subscriber Subnet |Interface
ID ID ID ID ID




L ocal-Use addr esses

« Link Local: FE:80::xxXx

Interface ID

1111 1110 10




L ocal-Use Addr

« Site Local: FE:CO::xxXx
10 bits n bits 118 - n bits

1111111011 © Interface ID




Multicast

8 bits

4 bits

112 bits

1111 1111

Flags

Group ID

000 T




Multicast Addresses

Pre-Defined Multicast Addresses
« » Reserved Addresses

FFOO0::, FFO1::, mm)FF09::,FFOA, mmm)
FFOF::

. All




| Pv6

e Advantages of IPv6 over |IPv4
e Expanded addressing capabilities

e Simplified header Format:
- S '
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e Flow labeling
e Support authentication and privacy

e Support for improved options and
extensi




e |[Pv6 Header = 40 bytes

Version (4 bits) Priority (4 bits) Flow L abel (24 bits)
Payload Length (16 bits) Next Header (8 bits) | Hop Limit (8 bits)




1Pv6 Vs | Pv4

- 1995 Vs 1975

- IPv6 Is only double the size of IPv4
Header




| Pvo Header t

Hop-by-Hop =0
Routing Header =43
Fragment Header =44




| Pv6 Extension Header:®

| Pv6 header
Next header=TCP TCP header + Data
|Pv6 header Routing header TCP header

Next header = Routing [Next header = TCP |+ Data

|Pv6 header Routing header Fragment header
Next header = Routing Next header = Fragment| Next header = TCP




« Rou

| Pv6 Extension Headess

- Extension Headers ( Except Hop-by-Hop
options Header) are examined only at the
destination node, and in the order they
appear in the packet.




Hop-by-Hop Options Header

e Header Format
Next header ( 8-bit) |Header Length (8-bit)

Options : padl + padN + Jumbo Payload
Jumbo Payload Length= Length of packet in Bytes> 64 K




Routing

Next header | Routing type=0 ‘Number Addresses | Next address
Reserved Strict / Loss bit mask
Address 1

Address 2

Addressn




Routing

+ Strict mmm) Discardif Nextaddress - Neighbor

* New Functionality : Provider selection, Host Mobility

A Provider 1 D

Provider
Register




Flow L abeals

- A flow Is a sequence of packets sent
from source to destination. Flow
label indicates that packets need
special handling at routers, e.g. Real-
o ; : .

ser




Priority in | PVGHEEEE

 4-bit priority field
- Enables source to identify the
desired delivery priority of its

packets relative to other packets
fro

e TW




Mobile 1P

- Proposed 1996 to enable node
mobility in the Internet. Documents:
RFC 2002, 2003, 2004, 2004, 2005,
and RFC 2006

« pro
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Mobile | P

- Mobile IP provides scalable, robust and
secure solution for mobility on the
nternet.

- Host-specific routing and changing node
P a '
for




Mobile 1P

- A mobile node communicates using
Its Home IP address.

« A mobile node communicates with
other nodes that do not implement




Mobile | P

- Heterogeneous mobility in addition
to homogenous mobility.

« Mobile node functional entities:




Fome Agent (R

 Keep update of the mobile current
location through care-of-address.

o Attract packets destined to mobile
node home address.




Foreign Agent (Router

e Inform home agent of the
current mobile node care-of-
address.




Mobile P

- Typical entities

D Mobile node
[Ermmssle\  FOreign Agent

Foreign




Mobile!| P Tunnéine

- Mobile IP Tunnel is a path followed by an
IP packet encapsulated within the payload
of a second IP packet.




Mobile | P Tunndine

 |IP Tunneling

Foreign Agent Home agent




Care-of-A

- Foreign agent or collocated care-
of-address.

- Must be at most one hop away
fro




How does M obile | P worke?

1 . Home and Foreign agents periodically

broadcast agent adverts.
Mobile Node

Agent ]

outer




How does M obile | P work

2 . Mobile Node examine agent advert to

determine whether itself is connected to HA or
FA. If connected to FA, obtain Care-of-address.

Agent advert
I’'m an: FA
FA care-of-address




How does M obile | P Worke

3 Mobile node register its care-of-
address with its HA




How does M obile | P Worke

4 HA advertises reachability to Mobile

node Home ac Routing update:
‘| can reach all destinations

[ with network prefix equal to
mobile node Home addr ess




How does M obile | P Worke

5 HA attracts packets destined to
Mobile node Home address.




How does M obile | P work

6 HA intercepts packets destined to Mobile Node
Home address and tunnel them to Mobile Node

care-of-address.
|P Tunne @




|P Telephony

« Real-Time transmission of voice over
the Internet.

. Significantly reduces the cost of long
dist
- Fac




Internet Telephony Vs BSIEN

« PSTN:

e A full-duplex 64K circuit Is
established until the call ends
o : :

O




|nternet Telephony

e INternedt:

* Voice is divided into packets that contain
source & destination addresses, sequence
number, etc...

e R
t




QoS of | P Telephony

- Factors determine QoS:

e Latency: delay between when one speaks and
the other is able to hear what is spoken.

 Lost packets are replaced by new ones
generated by interpolation. Too many lost




| P Telephony requiremenis

. Software : Ms Netmeeting, VocalTel etc.
- Hardware :
 multimedia PC

e |Internet Interface Card : Interface
. .




|P Telephone calls




|P Telephone calls




Phone - to - Phone Connectiien

- The callers contact nearest gateway over
the PSTN.

- Gateway prompts the callers to enter the
phone # of the party they wish to call.

. Gat
tot




